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Security CIRT Standard Operating Procedures

Appendix A. Report of Incident to Cyber Security
A.1 General Information

	Item
	Description

	USDA Incident Number:
	     

	Date of Incident:
	     

	Time of Incident and Time Zone:
	     

	USDA Agency Name:
	     

	US-CERT Incident Number:
	     

	Category of Incident:
	     

	Impact of Incident:
	 FORMCHECKBOX 
  High
 FORMCHECKBOX 
  Medium
 FORMCHECKBOX 
  Low

	Address where the Incident occurred:
	[Street Address]
[Building/Office/etc.]
[City, State, Zip Code]


A.2 Contact Information 

	Item
	Description

	Who is reporting this Incident:
	     

	Title of reporting person:
	     

	E-Mail Address:
	     

	Telephone number:
	     

	Cell Phone Number:
	     

	Technical POC:
	· Name: [Technical POC]
· E-mail: [E-Mail Address]
· Phone: [Telephone Number]
· Cell: [Cell Phone Number]

	Other POC:
	· E Name: [Other POC]
· E-mail: [E-Mail Address]
· Phone: [Telephone Number]
· Cell: [Cell Phone Number]

	If OIG was contacted prior to Cyber Security, please provide the OIG Contact Information:
	· Name: [OIG Contact]
· E-mail: [E-Mail Address]
· Phone: [Telephone Number]
· Cell: [Cell Phone Number]


A.3 Computer/Host Information 

Please provide information about all host(s) involved in the incident. 

	Item
	Description

	Source Host name:
	     

	Source Host IP Addresses:
	     

	Source PORTS Used:
	     

	Destination Host IP Addresses:
	     

	Destination PORTS Used:
	     

	USDA System (Make and Model of Hardware):
	     

	USDA System (Operating System and Version:
	     

	Was the Computer patched and up to date with the vendor recommended Security patches and anti-virus software?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

If No explain why:      

	Did the Computer contain Personal Identity Information, proprietary, financial, or Privacy Act data?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No


A.4 Detail Incident Summary
	Item
	Description

	Was there a control in place that should have prevented this incident?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	If a control was not in place or it failed, what changes have been made to avoid this type of incident in the future?
	     

	Time-line of the Incident and all mitigation actions taken.
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