Tips for Wireless VPN

Before you take your laptop out of office to use VPN for the first time, please perform the
following steps: Right click on My Network Places on your desktop. Left click on Properties.
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Wireless Network Connection must show as Enabled or you cannot use wireless. Right click on
the Wireless Network Connection and then click on Enable. It will change to Not connected.
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If you cannot enable Wireless Network Connection, contact your assigned IT Specialist. Most
laptops/tables also have an antennae button that needs to be enabled to turn on wireless. You
need to be a member of the Active Directory global group RemoteAccess to have VPN access.



Steps to Wireless VPN Connection from Hotel Room
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Note in the lower right of desktop the icon that looks like a pc with sound waves. Right click on
it; then choose to View Available Wireless Networks.
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information.
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If you are within reach of an available network, it will show up in this screen.
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Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

SpeedLinks

Unsecured wireless network

Be: ecurity is not enabled on this network, information sent over this

network might be visible to others. To connect to this network, dick Connect.
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Highlight the one you want to access & then click Connect.
Some hotels give a password to input when/if prompted.
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Wireless will show “Connected”. This only means that the wireless is connected. You still
need to make a VPN connection to reach USDA websites and servers.



A Cannot find server - Microsoft Internet Explorer
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B The page cannot be displayed

The page you are laoking for i currently unavailable. The Web
site might be experiencing technical difficulties, or vou may need
t0 adjust your browser settings.

P To attempt fixing network connectivity problems, click
; Tools, and then click "Diagnose Connection
Problems...”

Other options to try:

Click the [#] Refresh button, er try again later.

If you typed the page address in the Address bar, make
sure that it is spelled correctly.
To check your connection settings, click the Teols menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by your local area network (LAN) administrator or
Internet service provider (ISF).
See if your Internet connection settings are being detected.
You can set Microsoft Windows to examine your network
and autematically discover network connection settings (if
your network administrator has enabled this setting).

1. Click the Tools menu, and then click Internet

Options.
2. On the Connections tab, click LAN Settings.
3. Select Automatically detect settings, and then
click OK.

* Some sites require 128-bit connection security. Click the
Help menu and then click About Internet Explorer to
determine what strength security you have installed.
If you are trying to reach a secure site, make sure your
Security settings can support it. Click the Tools menu, and
then click Internet Options. On the Advanced tab, scroll
to the Security section and check settinas for SSL 2.0, S5L
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Go to your Internet Explorer. In this example, my homepage is a USDA website that is behind
the USDA firewall, so it cannot be displayed unless a VPN connection is made. To make sure
you have access to the web, input another website i.e. www.google.com.
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Once you accept, you will be taken to a live Internat page and can begin surfing as usual
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Most hotels make you agree to their terms for using their high speed internet. You must agree
here before you can have access.
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Once you know you have access to the web, you need to launch your VPN connection. VPN is
“Virtual Private Connection”, and is a secure connection that will give you access to sites and
files that are protected by the USDA firewall. Wireless connections are NOT secure, so USDA
requires VPN access for all wireless connections. If you do not have a Cisco VPN shortcut on
your desktop you will need to follow this path: Start->All Programs->Cisco Systems VPN
Client=>VPN Client
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You will want to choose the AGWEST-INTERNET connection because you are accessing
VPN via the wireless internet cpnnection. Click on AGWEST-INTERNET so that it is
highlighted. Then click on Connect.
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You will next be prompted to enter your id/password. You must have the domain name and \
before your name i.e. Agwest\jane.doe You use the same id as you sign on your pc. Click Ok.

# VPN Client | Banner

This is a USDA system, which may be used anby for official business by authaorzed personnel.
IUnauthorzed access or use of this computer system may subject violators to criminal, civil, and.for
administrative action. Infarmation on this system may be intercepted, recorded, read, copied, and
disclosed by and to authorized personnel for official purposes, including criminal investigations. Use
of this computer system by any persan, whether authorized or unauthorzed, constitutes consent to
these terms.

Continue ¢ Disconnect

Once connected, you will see the USDA Banner. Click Continue.
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VPN Client - Connected

w0 TR M ) 10:00 PM

Note the little padlock on the lower right of your Taskbar. ﬁ
If you point at it you will see that you are connected. When you are finished you need to close
your VPN connection first. Double click on the VPN connection padlock.
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Note the padlock on the AGWEST-INTERNET connection. Make sure that line is highlighted,
then click Disconnect to end your VPN session.



]
@
=
<&
@
C)
2
]
a
@

WVENIClient

WebETA

%)

INgWHOAMISE

B

Wireless Netwaork Connection (SpeedLinks)
Speed: 36.0 Mbps
Signal Strength: Excellent
Status: Connected
SR M T 0:10 PM

If you click on the wireless icon on your Task Bar you can verify the connection is still
active.  Double click to see more details.

General | Support |
Connection
Status: Connected
MNetworlc: SpeedLlinks
Duration: 03:46:17
Speed: 36.0 Mbps
Signal Strength: IIIII
Arctivity
Sent — —— Received
[l [(T]]
Packets: 37.920 | 43818
Disable View Wireless Networks ]

Click on View Wireless Networks
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" Wireless Network Connection
Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

<2 Setup a wireless network
for a home or small office

|::[: - ).) SpeedLinks

Unsecured wireless network

Related Tasks You are currently connected to this network. To disconnect from this network,

dick Disconnect.
i) Learn about wireless
networking
* Change the order of SpeedLinks24
preferred networks ((i))
.fj*‘-, Change advanced Unsecured wireless network l[l[l[l[l

settings

Disconnect

Highlight your connection, then click Disconnect.

Wireless Network Connection

9 ) Are you sure you wish to disconnect from the network 'SpeedLinks'?
-

Once you have disconnected, Windows will not re-connect to this network automatically.
To re-connect to this network in the future, select it from the list, and click Connect.

Yes Mo

Click Yes to confirm your disconnect. Do not leave your laptop connected to wireless without
the VPN client being active.
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Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

information.
<2 Setup a wireless network (@) SpeedLinks Manual *
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Unsecured wireless network III[I[I

Related Tasks (ti)) SpeSdnc
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networking

Change the order of
preferred networks

'w Change advanced
settings

Disconnect

Your connection will now show that next time it will require a Manual connection.
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Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

;’2 Set up a wireless network
for a home or small office

Related Tasks

@ Learn about wireless

Mo wireless networks were found in range
networking

Make sure the wireless switch on your computer is on.

* Change the order of To see an updated list, dick Refresh network list.”

preferred networks

'w Change advanced
settings

Connect

When you want to connect again, if you don’t see any available wireless networks, click on the
Refresh network list.



Frequently Asked Questions about VPN and Wireless
1. I’ve tried all of the steps, but cannot get an internet connection at my hotel.
First, check with the front desk to verify that your room has the high speed internet enabled.

Make sure that the wireless network on your laptop is “enabled”. Right click on My Network
Places on your desktop. Then left click on Properties. Refer to the following screen print.
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Wireless Network Connection status should say Not connected. If it is Disabled you will need to
have it enabled before it will work. Right click on Wireless Network Connection.
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Click on Enable on the menu. Note: Only administrators or users who belong to the Network
Configuration group have authority to enable/disable the wireless. It’s a good idea to check on
this before you take the laptop out of the office. Contact your IT Specialist if you cannot get
your wireless connection enabled. Most laptops need to have the wireless antennae enabled on
the laptop’s keyboard. Look for the wireless button in the area above the F4 key on your laptop.
When it is “ON” you see a blue light. Be sure to turn it off when you are finished with your
wireless session. Tablets have antennae on the side by the on/off button.



2. I’'m borrowed a laptop to take while I’'m traveling & I can’t get the VPN to work.

You must have membership in your state’s RemoteAccess group. If you do not have this you
must submit request to your agency ISSPOC so they can input a SAAR request to ITS to add you
to this group. Always make sure your have access before traveling.

3. | have a wireless network available in my home office. Since my Service Center
network is very slow, can | use the wireless that is available?

Wireless is against policy within USDA offices. You should always turn off your wireless on the
laptop when you are finished using it. While in an USDA Service Center you must use USDA
wired network.

4. 1I’mtrying to connect with my Cisco VPN and all of the Host connections are blank.

# status: Disconnected | VPN Client - Version 5.0.03.0560 Q@@
Connection Entries Status Certificates Log Options Help
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Connect Mew Import Modify Delete ISCO
Connection Entries l Cerfficates I Log I
‘ Connection Entry | Host | Transport
AGWESTINTERNAL 159.141.12.182 / IPSec
AGWEST-INTERNET 199.141.139 IPSec/TCP
! | B
Not connected.

For some reason, occasionally the Host ip addresses disappear. If this happens it’s possible that
you can restore these from a backup folder on your laptop (feature included in Cisco VPN
Version 5.0.03.0560). Go to your Windows Explorer/My Computer. Drill down to the following
folder:

C:\Program Files\Cisco Systems\VPN Client\Profiles Backup There should be 2 files in this
folder (AGWEST-INTERNAL.pcf and AGWEST-INTERNET.pcf). If these files are present, copy
them to the folder just above them C:\Program Files\Cisco Systems\VPN Client\Profiles
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Copy these 2 files. Paste them in the Profiles folder just ab}\@.

5. What is the purpose of odd looking menu that refers to Cisco that appears before |
log on to my laptop?

This is to allow you to connect to VPN before you log on to your workstation. Logging on this
way authenticates and connects you to the USDA network and then logs on the laptop. Your
server drives will be mapped for you like they are when you are in your home Service Center.
Note that this may not work if you have to acknowledge a hotel network before connecting to
VPN.

Click on Connect
# . status: Disconnected | VPN Client - V... E”E'&I
Conneclion Entries

il W om |cls¢o

# wPx Chent | User authentication for “AGLO-] \4‘?{-‘;\’---' x|
Enter Lzeiname and Passiword
bl Wsznzme: fagi!
EISEQ b i |
covel_|

When logging i, always use domain'\User. Name
The valid domains are: Aglo, Agwest, Ageast and Agcentral

If you are not sure which domain your account is in, vou can press Ctrl + Alt + Del
Tlus will provide you login imnformation that will show vour domain and User account.

This diagnostic Dialog Box appears, and remains until connected



6. | have to connect to hotel network before VPN but I really need files from my Home
folder on my server. What do | do now?

Once connected, you can manually map your Home folder. Open Windows Explorer/My
Computer.

= My Documents
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Click on Tools at the top of your screen. Then click on Map Network Drive.
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Enter the path in this format: \\yourservername\firstname.lastname Click Finish
Note: \\idboise000c001\jane.doe

You can also keep your wireless connection session active, log off the laptop & then log back
on & your drives should be automatically mapped for you.



7. How can I contact ITS if I still need help?

You can click on the TSD icon on the lower Toolbar of your desktop.

i TSD Information X
| ITS ! Using Magic "Self-Service” to submit a ticket has been very helpful in resolving issues A
quicklv. It helps us share the solution with other users quickly too. The information we need
can easily be sent to an expert simplv by passing on a ticket number. You can phone us at
any time (see the contact list below), but a Magic ticket will work for vou when vou haven't
. got time to follow-up on it in person.
Contact List for ITS/TSD Staff
Name Location Phone Email
| Ardell Beier | Boise State Office. D || (208)378-5714 || Ardell Beier | Magic
| Tom Bakken | Moscow Office. ID || (208) 882-4960 x104 || Tom Bakken | Magic
| Rose Glass | Pocatello Office. ID || (208) 237-4628x117 || Rose Glass | Magic
| Pennie McHenry | Boise State Office. ID || (208)685-6975 |  Pennie McHenrv | Magic
| Nancy Myler | Boise State Office. ID || (208) 685-6976 || Nancy Myler | Magic
| DanaSchrader | Boise State Office. ID ||  (208)378-5612 |  DanaSchrader  |Masic
| LynamnStewart | Boise State Office. ID ||  (208)378-5680 |  Lvnann Stewart  |Magic
| Mary Powell | Portland State Office. OR || (503)414-3315 || Mary Powell | Magic
| Fred Smith | Tangent Office. OR || (541)967-3925x101 || Fred Smith | Magic
| CIiff Turik | Portland State Office. OR || (503)414-3251 || CIiff Turik | Magic
| Jill Wyatt | Pendleton Office. OR || (541) 278-8049 X133 || Jill Wyatt | Magic
| Rich Bachert | Tualatin State Office. OR || (503) 692-3688 x224 || Rich Bachert |Magic|
W

Contact the IT Specialist that is assigned to your office first for help resolving Wireless/VPN
issues. If you have access to network you can create a self-help Magic ticket:
https://merlin.sc.egov.usda.gov/helpdesk/PreLogin.asp?langsettings=1 or you can email IT.
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