LRA Duties
Validating and Linking Level 2 Accounts

An account with Level 2 access allows affiliates such as District
planners to enter USDA Web site portals and applications that have
been determined to have the need of higher security requirements or
restrictions and the need of a verified identity for each User ID and
profile. Applications such as Customer Service Toolkit, Performance
Results System, ProTracts and Fund Manager are then available for
their access.

Note: Other customers include people applying for Food Stamps and
various types of vendors doing business with the USDA. These
customers also need to be validated and linked. (A and B only)

A. Validating a Level 2 Customer
1. Gotothe “Field Tools” tab at the My NRCS website
2. Select “eAuthentication for Local Registration Authorities”
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Validating and Linking Level 2 Accounts

1. Atthe LRA Logon webpage, click on “Click this link to Validate a
Level 2 Customer”

https://app.eauth.egov.usda.gov/AccountServices/MainPages/eauthWhatlsLRA.aspx

USDA United States Depariment of Agriculture
amm USDA eAuthentication

sm g

g

Quick Links
& What is an account?

LRA Information, Training & Login

b Create an nt
Llve /g aco What is an LRA?

¥ Update your account
Local Registration 2uthorities (LRAs) are USDA employees who are trained to act as the trusted
Administrator Links entity to validate the identity of a customer seeking a level 2 eAuthentication account. The role
of the LRA can be compared to a Notary Public who ensures the identity of an individual
b Local Registration conducting official business transactions. This process is called "identity proofing”.
Authority Login
. What are my roles as an LRA?

) e BaN Ve e NN e WY N0 W oW lEd

# The LRA serves as an integral part of the Level 2 eAuthentication registration process

u

# The LRA must understand the importance of the account registration and eAuthentication
process

The LRA must be able to communicate the eAuthentication account registration process to
customers and how it relates to their respective Agency's applications

The LRA role is solely to assist USDA customers with efuthentication registration. USDA

federal employees, who need to register for efuthentication, should be directed to their
Agency Registration Lead (ARL).

What are my responsiblities as an LRA?

LRAs are responsible for completing the entire 3 step process:
1. Search for the customer's User Profile in the eAuthentication application

2. Walidate the customer's first name, last name, birth date, physical appearance and
attributes provided on customer's government issued photo identification

3. Activate the customer's Level 2 credentials

If a discrepancy is found that will prohibit the completion of Level 2 access, then the LRA
will provide the customer with the required steps to complete Level 2 activation.

LRA "Validate Level 2 Customer” Approved Forms of Identification

Recent changes have been made to the list of approved forms of photo identification for Identity
proofing Services for USDA efuthentication. Only official government-issued photo identification
from thiz list can be accepted.

» State- or Province-issued Driver's License or Photo Identification card from the United
States or Canada

e e e g e 0

Us Military or US Federal Government employment PIV/CAC (Smart) identification card
(Dol, Do3, DHS, etc.)

o e

~u

Valid passport from one of the following countries: Andorra, Australia, Austria, Belgium,
Bermuda, Brunei, Canada, Czech Republic, Denmark, Estenia, Finland, France, Germany,
Greece, Guam, Hungary, Iceland, Ireland, Italy, Japan, Latvia, Liechtenstein, Lithuania,
Luxembourg, Malta, the Marshall Islands, Mexico, Micronesia, Monaco, the Netherlands,
Mew Zealand, Morthern Mariana Islands, Norway, Portugal, San Marine, Singapore, Slovak
Republic, Slovenia, South Korea (Republic of Korea), Spain, Sweden, Switzerland, the
United Kingdem or the United States of America.

For more information:
If you have questions about eAuthentication, please contact eAuthHelpDesk@ftc.usda.gov.

If you have questions about the LRA program or role, please contact
LRAaCoordinator@fte.usda.gov.

Ready to become an LRA?

If you would like to take the LRA Training Course and become an LRA, your agency's LRA
Coordinator will need to add an access role, for the training, to your eAuthentication account
profile. If you do not know who your Agency LRA Coordinator is, please reach out to your Agency
or State eGov Coordinator.

Flease click the link below to proceed with the LRA Training Course online.

Click this link to take LRA Training Course Online

Already an LRA?

Click this link to Validate a Level 2 Customer

eAuthentication Heme | USDA.gov | Site Map

bility Statement | Privacy Pelicy | Hen-Discrimination Statement | v FirstGov.gow
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Validating and Linking Level 2 Accounts

2. Select “Local Registration Authority” / “Validate Level 2

Customer”
/= IMS - Windows Internet Explorer
Ele Edit View Favorites Tools Help
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USDA United States Depariment of Agriculture
Zl USDA eAuthentication

CYNTHIAT. SHISHIDO

Welcome to IdentityMinder

[E] ocal Registration Authority Validate Level 2 Customer

eAuthentication Home | USDA.gov | Accessibility Statement | Privacy Policy | Nondiscrimination Statement

‘_ﬂ Local intranet & 100%

3. Click on the pull-down menu, select “Last Name”.
a. (*Select “User ID” if you know their User ID”)

{2 IMS - Windows Internet Explorer

Ble Edit View Favorites Tools Help
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2l USDA eAuthentication
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a Logout

Validate Level 2 Customer: Search for Level 2 Customer

Search for a user

in 0rganizati0n| | Clear o
where (3 | User ID (v = v”* |@@ [ search | [ clear |

Last Mame

Lot rlw
User ID
State

Lsedain Lol Home | USDA.gov| Accessibility Statement | Privacy Policy | Nondiscrimination Statement

84 Local intranet | 100% -

Pacific Islands Area Page 3 of 13 January 19, 2012



4. Enter the last name, “Search”.

/= IMS - Windows Internet Explorer

Validating and Linking Level 2 Accounts
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—
G‘\i i |E https:/jimweb.sc. egov.usda.gov fidm/fusda_im/imcss index.jsp?task. tag =Validatel evel 2Customer V‘ QJ 3| K |E:

28

ﬂ’a’ﬁ|@ms [ |

@ T @ 7 iﬁ'Eﬁgev @Tgo\s & B

USDA United States Depariment ol Agricullure
Za USDA eAuthentication

¥ CYNTHIAT. SHISHIDO

Search fora user
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5. Select the person you searched for and hit “Select”

/= IMS - Windows Internet Explorer
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Validating and Linking Level 2 Accounts

6. Select the “Credential Document Type” by using the pull-down
menu and enter the “Credential Expiration”

7. Select “Validate” and “Submit”

2 IMS - Windows Internet Explorer
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Validating and Linking Level 2 Accounts

8. You may continue validating other customers by selecting “Return
to Search” or “OK” to finish.

/= IMS - Windows Internet Explorer

Fle Edit Vew Favortes Took Helbp

@\- 5 = ] hitps: jimvieb.sc.cgov.usda. govjidnjusda_imjmessinder.jsp? 218 ]%][%] [cood [[2]-
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United States Department of Agriculture =1
USDA
S USDA eAuthentication

CYNTHIAT. SHISHIDO

a Logout
3 my Account
[ Application Admin

B Ln@a} Reaistration Authority Task has been submitted for processing on Wednesday, April 6, 2011. The status is pending.

Relurn to Search

Welcome to IdentityMinder

Validate Level 2 Customer: cyncha

Please select a task fram the menu

~

4 Localintranet H100% -

9. Immediately after you select “Submit”, the client will receive an
email similar to below:

e The user is asked to update their account information.

e |If the user has not received an email, the user needs to
contact the eAuth HelpDesk.

"ﬁn B9+ 9 )+ Your USDA account has been granted Level 2 access - Message (HTML)
)

Message Developer Add-Ins

g e XY Qe B W B )

h Related -
Reply Reply Forward R, call ~ Delete Moveto Create Other Block I Nt Junk Categorize Follow Mark as send to

to All Fol Rule Actions~ | Sender - Up~ Unread || < Select OneMote
Respond Actions Junk E-mail (F] Options {F Find OneNote
From: eAuthHelpDesk@ftc.usda. gov
To:
Cc
Subject: Your USDA account has been granted Level 2 access
Congratulations

You have successfully completed the necessarv requirements to update vour USDA eAuthentication account to Level 2 access. You now have the ability to conduct
business transactions with the USDA via the Intemer.

One hour after vour account with Level 2 access has been activated by the USDA Service Center emplovee, vou should have access to conduct official electronic bu
with the USDA via the Intemet.

You can view or update vour account information by clicking UPDATE YOUR ACCOUNT. You can also access vour account information from the USDA eAuthe
http:/www eanth egovusda gov.

If vou need further assistance. please email the ITS Service Desk at cAuthHelpDesk@ ftcusda.gov or call 800-457-3642.

Please include the following information in vour email:

® Your first and last name

® Your eAuthentication User [D

¢ Indicate whether yvou are a public customer, federal emplovee, state, or district employee
o If vou are a federal emplovee, provide the name of vour emploving agency

& The URL (Web Address) of the Web site or application vou were attempting to access

& The text of anv error messages and a detailed description of the problem

Ma virus found in this incoming message.
Checked by AVG - www.avg.com
Wersion: 8.5 449 / Virus Database: 271.1.1/3553 - Release Date: 04/06/11 12:58:00
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Validating and Linking Level 2 Accounts

B. Adding the “Affiliate Role” to the Customer account

After activating the client’s level 2 account, the LRA then adds the
NRCS_ALM_AFFILIATE Role to the Contractor’'s eAuth Account.

1. Atthe IdentityMinder site, select “Application Admin” /
“AddRemove Access Role — Application Admin”

/= IMS - Windows Internet Explorer [;||§||g|
File Edit \ew Favorites Tools Help
@-.-7 a v |g, https: /fimweb.sc.egov.usda.gov fidm fusda_im fimcssfindex.jsp? V| gj"? X | soogle | S ik
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2. Click on the pull-down menu, select “Last Name” and enter the
last name of the contractor/affiliate.

a. (*Select “User ID” if you know their User ID”)

/= IMS - Windows Internet Explorer

Ele Edit View Favorites Tools Help
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USDA United States Department of Agriculture
== s
= USDA eAuthentication

¥ CYNTHIAT. SHISHIDO

Add/Remove Access Role - Application Admin: Search for User to modify

Search for a user
B—— —~ | 3

where User ID ( v = vl"‘ I‘J (5] [ Search ]
-_—
_Errr— [Goree
Email
2 il E = E >
T siuthentication Home | USDAgav| Accessibility Statement | Privacy Pelicy| Nondiserimination Statement
Stat T
Done = 84 Local intranet o 100%
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Validating and Linking Level 2 Accounts

3. Select the person you searched for and hit “Select”

(= IMS - Windows Internet Explorer

Ele Edit View Favorites Tools Help

5\;\) - |i, https: /fimweb.sc.egov.usda.govfidm/usda_im/imess/index.jsp? v| QJ", | | Google |.j
W o [=3- {8 USDA - NRCS Web... ]@usna-mcs FRS |QIM5 X |gLoggedm ‘agmdamﬁmd T | [ =~ [i:b page - (L Tools

USDA United States Department of Agriculture
mm USDA eAuthentication

¥ CYNTHIAT. SHISHIDO

[

Add/Remove Access Role - Application Admin: Search for User to modify

Search for a user

in organization

whers 3| Last Name @ | [shishido |& o [(searcn

Select UseriD . FirstName LastName Email State eAuth Internal ID Agency Abbreviation User organization name
(@] 28200310160021013600 NRCS employee
11337154525 wehusers

CS003000 __ CYLITELL LisLin, ik

O mayarm e et 28200409170010000007421 webusers
(@] swabie vinnie shishide  vshishido@pbarc.ars.usda.gov H 28200408310010000005242 webusers
O yulkyuk Vinnie Shishido vshishido@pbarc.ars.usda.gov 28200409170010000007385 webusers
[9) yumsie vinnie shishide  vshishido@pbarc.ars.usda.gov 28200408310010000005204 webusers
Cancel
4 Local intranet # 100%

4. Click on “AddRemove Access Role” Tab

2 IMS - Microsoft Internet Explorer. ElF
Ele  Edt View Favortes Tooks  Help aw

& | ngout

Add/Remove Access Role - Application Admin: jrmaupini1

Profjle , AddRemove Access Role

UserID
Email
First Mame
Last Namg
Lagon Name
eAuth Internal ID 28200702070012134543223
State HI

Agency Abbreviation

UUser organization name webusers

Validate
Return to Search

eAuthentication Hame | USDAgov | Accessibility Statement | Privacy Poliey | Nondiscrimination Statement
&) bons S & Trusted sites

T
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Validating and Linking Level 2 Accounts

5. Click on “Add an access role”

3 IMS - Microsoft Internet Explorer

Fle Edt Yiew Favorites Tools Help _
eﬁack - Q B @ 1"\ ):‘ Search *Favw\tes &) L:—j- ;\,'. ™ | :;J i 3
idless | ] hetps:fimweb.sc.eqov.usda.govfidm/usda_imfimessfindex.jsp? v e

USDA United States Department of Agriculture
Sl USDA eAuthentication

& Logout

Add/Remove Access Role - Application Admin: jrmaupin11

Profile |AddRemove Access Role

Member inistrator  Name ipti Enabled

‘ Add an access rale

& 3 & Trusted sites

6. Check “NRCS_ALM_AFFILIATE” and “Select”.

3 IMS - Microsoft Internet Explorer

file Edit Yiew Favorites Tools Help r
Qe - () B @ {\ ) search }i\LrFavuntes e - :‘5 e 3
Address @ hittps: fimweb. sc.egow usda. gov/idm/usda_im/imces/index. jsp? v B

USDA uniteq States Department of Agricutture
E USDA eAuthentication

8 | ogout

Add/Remove Access Role - Application Admin: jrmaupini1
Profile  |AddRemove Access Role

Select Access Role

on Enabled

(]

MRCS_ALM_AFFILIATE

eAuthentication Home | USDA.gov | Accessibiliy Statement |

Paliey | Nendiscrimination Statement

&) Done & @ Trusted sites
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Validating and Linking Level 2 Accounts

7. Click on “Submit”

2 IMS - Microsoft Internet Explorer

Fle Edit Wiew Favorites

Tools  Help

eBack LA = | @ @ ih /‘:"Search ‘I‘;\\?Favorites @ L.-: _‘

fddress | @] https: fimweb. sc. egov.usda, govjidm/usda_imfimessfindex.jsp?

4 ‘ Qo
USDA United Stales Department of Agriculture
= USDA eAuthentication

C] Logout

Add/Remove Access Role - Application Admin: jrmaupini1

Profile  |AddRemove Access Role

Member Administrator Name < Description  Enabled
MRCS_ALM_AFFILIATE v

Add an access role

Return to Search

eAuthertication Home | U'§bA-gw_]nﬁér:&sﬁi&ij]ﬁ;)SfiéimnF] Frivacy P oliey| ‘Nondiscrimination Statement

&) Done

B @ Trusted sites

8. Task has been submitted.

23 IMS - Microsoft Internet Explorer

File Edit View Favorites Tools  Help !
e Back - (=] B @ :h ):" Search \}J,\\? Favarites -@ ;’Ifjv :; Ei ;.J ﬁ .‘3
Address ‘@ https:fimweb, sc, eqov,usda.govfidmjusda_imfimcssfindex, jsp? V| 2
USDA United States Department of Agriculture
= USDA eAuthentication
L} Logout
Add/Remove Access Role - Application Admin: jrmaupini1
Task has been submitted. Please wait..
aDUnE L] é & Trusted sites
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Validating and Linking Level 2 Accounts

C. Binding eAuth Accounts in ID Link Manager for Affiliates

District employees will need to have their account bound to the NRCS
Affiliate Database to access Customer Service Toolkit, PRS, ProTracts,
etc.

*Any NRCS employee can perform this task*

1. In Affiliate Link Manager (log in to:
https://affiliatelinkmqgr.sc.egov.usda.gov/SearchAD.aspx), enter the
first and last name of the contractor, “Search”

(= Affiliate Link Manager - eAuthentication Account Lookup - Windows Internet Explorer

Ele Edit v’eA Favurltes Too\s He\p
6:’ - |g, https: /faffiiatelinkmar, sc.egov.usda,gov/SearchAD. aspx V‘ QJ 3| % | Google
w o g | | @usoa nres web... ‘,eusmmcs PRS |gafﬁham LinkMa... | @ Logged out | R cvidance rdtfor... || ik - E) - @ - [reace - G

Affiliat

— For USCA Service Cerl

| Welcome CYNTHIA SHISHIDO Home | Affiliates Reports| Link Manager| About | Help| Contact Us| Logo]
Session will E‘KDIEE in 25 minutes if not a

b= eAuth eAuthentication Account Lookup
Account S -ch Criteri
Lockup earc ricteria
Last Hame: |
First Name: |

|
|
eAuth User ID: |
E

= ]

Results Per Page:

2. If the LRA properly activated the account (A. Validating a Level 2
Customer) and added the “Affiliate Role” (B. Adding the “Affiliate
Role” to the Customer account) the client’s name will be “active”.

Select the Customer’s name.

(= Affiliate Link Manager - eAuthentication Account Lookup - Windows Internet Explorer

Eile Edit View Favorites Tools Help
6\;‘-, ¥ |§, https: /faffiiatelinkmar. sc.egov.usda.gov/SearchAD . aspx V‘ QJ "‘. X |Z-:: e

| @8 Atfiete Lk, x | @ toggedoat [Reicmneprdiiors | | B - B - @ v Eresce s G

w o ‘88|'|gUSDA—NRCSWFJ:... ‘EUSDA-NRCSPRS

LSDA ATES DEFARIMENT D
| a8 AGRICULTURE
| Welcome CYNTHIA Sl—L[SHlDO Home | Affiliates| Reports| Link Manager| About | Help| Conta
Session will expire in 30 mi
b~ enuth eAuthentication Account Lookup
Account 3 L
ey Search Criteria
Last Hame: |martir| |
First Hame: ILa:neI |

eAuth User ID: | |
Results Per Page: |_2L_|

Number of Results Returned: 6

Linked
To Linked To [Eauth| Aﬂ'llale Dis-
eAuth User ID Llnked? SCIHS? Tecllll 2 Le\rel Role'-‘ Address ahied'-‘

Redeagleaviation rachel@redeagleaviation.com (406)270-6761 1880 Hwy
938
lariinrachel  rachmartin No Na No 1 No rmbihl@yahoo.com Yes
ariin Rachel  RachelAnnMartin No Mo Mo 4 Mo massinannie@aomail.com (828)577-1321 40 Hally Mo
Ridge
Road
<@newamn Mo Mo Mo 2 Yes Rachel marting@hi hacdnet net 8588 Yes
Elepaio Rd
Ma === Rachellartin2 Mo Mo No &l Mo Rachel.martin@hi.hacdnet.net g588 Yes
Elepaia Rd
helrachelamartinez32  No Mo No 1 Na rachelamartinezi@hotmail.com No
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Validating and Linking Level 2 Accounts

3. Select “Link”

(= Link Affiliate - Windows Internet Fxplorer

Fle Edit Vview Favorites Tools Help

3\:;." |g, https: /faffiiatelinkmgr.sc.egov. usda. gov SearchResults. aspxPusdaEauthId =252011032800 11404503896 "| 5 *4|| | |Google

w e [Bglvlgusnn -NRCS WebTCAS l@usnn—NRcs PRS lgunk Affliate X [gmﬂﬁliaba Link Manager - eA... ] } - B - & - [k
Usm STATES DEFARTMENT
C_ AGRICULTU
D D po q Abo P 0
[
eAuth Link Affiliate
Account Back
Lookup —I _
eAuth Account Information
Name: Martin,Rachel Disabled? ves Email: Rachelmarting@hihacdnet.net
efuth User ID: RachelMartin Phone: Address: 8588 Elepaic Rd

Linked Affiliate Information

1
| ome | _enuth user 10| ncives | pairess | cieg | ip | cmai | phone |_atiiate organizaion i

Oth er Potential Affiliates - Unlinked

siver i Lo St a e | ot | e orymiaton | |

L\nl-cIMa 4334— RICE ST LIHUEHI 96766- RachelMartin@hinacdnetnet (808)245-9014 WEST KAUAI SOIL & WATER LI
eI STE 104 1801 CONSERVATION DISTRICT CE

N

Other Potential Affiliates - Linked to Another eAuth Account

1
| nime | et ser 10| aciver | ivees | cty |1 7 | et | phone | aiote orgonization |t

‘ﬂ Local intranet

4. This window will pop up. Select “Yes”.
Note: If you have dual monitors, you need to ensure that the
“Affiliate Link Manager” window in Internet Explorer is on your main
monitor. If it is on your second monitor, this window will not open.
You will have to close IE and open this site on your main monitor.

/= askEauthPrimary - Windows Int... E]

Should the eauth phone and email be the
primary source of phone and email for

this affiliate?

Ves

5. Note that the “Link” button has changed to “Unlink”
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Validating and Linking Level 2 Accounts

{2 Link Affiliate - Windows Internet Explorer

Eil

@: v || https: i

<7 Favorites | 5 | igoogle & | PIA SharePoint PIAWebsie € PIA-ISSPOC £ | 5O Conference Room & | PIA-DCCAC & CDSI

e Edit Wew Favorites Tools  Help

nkmar.sc.egov.usda,gov/SearchResulks aspyfusdaEauthld=28201 10328001 1404505896

Sg ‘ = | @Li”k Affilate X iLoca\ Registration Authority {, .. | @Shared Documents ‘ Customer Service Tookit | Pa... | |

'Home| Affiliates| Reportd

i= eAuth Account Link Affiliate
Lookup

eAuth Account Information
Name: Wartin Rachel Disabled? No Email: Rachel.n
eAuth User ID: Racheliartin Phone: Address: 8588 Ele

Linked Affiliate Information
1

eAuth User

\Active?| Address ICity st Zip | Email | Phone

Name | D
| | I | O { &
Unlink ‘:;Wa in, Rachel [Rachelltartin Y E:gi:tR\CE STSTE L\HUE‘HIESEEE |Rachel Martin@hi nacdnet.netfg&;&g%:ﬁ

Other Potential Affiliates - Unlinked
1

6. Once the Contractor account is bound in the ID Link Manager, they
should receive an email confirmation from the Affiliates database.

7. Permissions such as ProTracts, PRS and Toolkit can now be
assigned.

For access to:

e ProTracts — Submit a AD-1143 (Corporate Systems Access
Request Form) to the Assistant Director for Programs

e Customer Service Toolkit — Submit an IRM-003 to provide
Toolkit Access to the PIA State Toolkit Coordinator

e Performance Results System — refer to PIA PRS Hints & Tips

#1 — “Assigning and Editing PRS User Permissions” at”

e For District Employees, an additional permission
(PRS Affiliate) needs to be granted by the AIMS
Specialist.

http://www.pia.nrcs.usda.gov/intranet/aims/prs.html
or contact the PIA AIMS Specialist.
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