Local Registration Authority (LRA) Online Training

What is a LRA?

Local Registration Authorities (LRAs) are USDA employees who are trained to
act as the trusted entity to validate the identity of a customer in eAuthentication.
The role of the LRA can be compared to a Notary Public who ensures the identity
of an individual conducting official business transactions.

LRAs are responsible for completing the entire process 3 step process:
o Search for the customers User Profile in the eAuthentication application
o Validate the customers first name, last name, birth date, physical
appearance and attributes provided on customer’s government issued
photo identification
o Activate the customer’s Level 2 credentials

1. At“My NRCS”, select the Field Tools Tab
2. Under “USDA eAuthentication Resources, select “eAuthentication for

Local Registration Authorities”.
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3. Familiarize yourself with “LRA Information, Training & Login”
4. Select “Click this link to take LRA Training Course Online”

USDA Uniled States Depariment of Agricullure
_TF"‘_ USDA eAuthentication

: Quick Links

LRA Information, Training & Login

- What is an account?
I Creata an account N s TR
I Update your account

Local Registration Authorities (LRAs) are USDA employees who are trained to act as the trusted
Administrator Links entity to validate the identity of a customer seeking a level 2 eAuthentication account. The role
of the LRA can be compared to a Notary Public who ensures the identity of an individual
- Local Registration conducting official business transactions. This process is called "identity proofing”.

Authority Login

. What are my roles as an LRA?

#» The LRA serves as an integral part of the Level 2 eAuthentication registration process

# The LRA must understand the importance of the account registration and eAuthentication If you need
proces information or
#» The LRA must be able to communicate the eAuthentication account registration process to assistance,

customers and how it relates to their respective Agency's applications
: : . i i contact your
# The LRA role is solely to assist USDA customers with eAuthentication registration. USDA
federal employees, who need to register for eAuthentication, should be directed to their State LRA or
Agency Registration Lead (ARL).

Accountability
What are my responsiblities as an LRA? Inform atIOI’]

» LRAs are responsible for completing the entire 3 step process: Management
1. Search for the customer's User Profile in the eAuthentication application SyStem

2. Validate the customer's first name, last name, birth date, physical appearance and SpeC|aI|St
attributes provided on customer's government issued photo identification

3. Activate the customer's Level 2 credentials

# If a discrepancy is found that will prohibit the completion of Level 2 access, then the LRA
will provide the customer with the required steps to complete Level 2 activation.

LRA "Validate Level 2 Customer™ Approved Forms of Identification

Recent changes have been made to the list of approved forms of photo identification for Identity
proofing Services for USDA efuthentication. Only official government-issued photo identification
from this list can be accepted.

# State- or Province-issued Driver's License or Photo Identification card from the United
States or Canada

» US Military or US Federal Government employment PIV/CAC (Smart) identification card
(DoD, DoS, DHS, etc.)

» Valid passport from one of the following countries: Andorra, Australia, Austria, Belgium,
Bermuda, Brunei, Canada, Czech Republic, Denmark, Estonia, Finland, France, Germany,
Greece, Guam, Hungary, Iceland, Ireland, Italy, Japan, Latvia, Liechtenstein, Lithuania,
Luxembourg, Malta, the Marshall Islands, Mexico, Micronesia, Monaco, the Netherlands,
New Zealand, Northern Mariana Islands, Norway, Portugal, San Marino, Singapore, Slovak
Republic, Slovenia, South Korea (Republic of Korea), Spain, Sweden, Switzerland, the
United Kingdom or the United States of America.

For more information:

TO take the tl’alnlng If you have guestions about eAuthentication, please contact efuthHelpDesk@ftc.usda.gov.

H If you have guestions about the LRA program or role, please contact
COUI’SG, CIICk on the eAuthTier3Support@ccic.usda.gov.
link.

(The training may also

Ready to become an LRA?

If vou would like to take the LRA Training Course and become an LRA, your agency's LRA

be taken as a refresher Coordinator will need to add an access role, for the training, to your eAuthentication account
. profile. If you do not know who your Agency LRA Coordinator is, please reach out to your Agency
at any tlme,) or State eGov Coordinater.

Please click the link below to proceed with the LRA Training Course online.

< Click this link to take LRA Training Course Online >

Already an LHAY

Please click the link below to perform your LRA duties.

Click this link to Validate a Level 2 Customer

Pacific Islands Area Page 2 of 7 November 26, 2012



Local Registration Authority (LRA) Online Training

5. Authenticate
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LRA Training

Local Registration Authorities (LRA'S) at USDA Service Centers help customers complete the Level 2 registration process
by werifying the customer's identity using an on-fine eAuthenticaban registration system. This systern will recard the
customner’s idenbhcabon bype and subme the account for actvaban,

Note:

Tu berzimne 4 LSDA LRA, an empleyes must be sutbarised by their agerey amd complete the on-Eie TR Training urse.
The LRA training program cangasts of anling course matenals, and an mteractive seamenk that tests the emplavee's
knowledge of the information in the training, 1t aleo gives tham a look at the cnline application for validating a Level 2
atomer. pon sccesdul ulnmlr]mn of the trainivs, the 178 Service Dek will give the new LRA arces o the

This is the that validates a Level 2 customer.

Once you have passed
the training, the eAuth
Help Desk will grant
your new LRA roles.

# Onfine LELA Training Couree - (ick hare to begin the seff-ctudy training course followad by threa interactive
scenarios. You must successfully complete thes training to become a certified LRA and be given access to the

NOTE: For the intereactive segment of the training, you will need to use Internat Explorer version
5.5 ar abwwe, and power smeniton 's soreen sesolulion stoubd be sel To al least 1034 x 768

& LRA Logn Link - Tt vau already are an LRA chick on this ik ta validate a Level 2 Custamer. >

» Supplemental Training Malerials - Belion are selerence materiabs pestaimng o the eduthentation system
that 15 specihc to Validating a Level 2 Customer.
O LEA Quick Reference haet - A one-page quick reference an how to use the “search” feature in the
1o find custamer
9 LRA Grline Traming Presentation - PowerPairt varsan of the first half of the Orline LRA Training Course.

Once your roles have
been granted, you will
be able to validate a
Level 2 Customer by
clicking on the “LRA
Logon Link”.

The 1T Service Desk has been established to sssist employees with issues related to passwords, the Local Registration
Buthanty [LRA procmes, snd siuthenticabarn inedace (bt nat sppheation-specls problame).

I you need assstance email the ITS Service Desk 8t eAuthHeloDesk®fic.usda.gov or call 800-457-3642.

Flease inchude the following in your email:

Your first and last name
Your eAuthenbication user 10
Provide the Security Attributes for your account @ (MMN, DOB, and PIN)
Indicate whether you are & public customes, lederal, siate or distnct empluyes

» Frderal Agency you represent
The URL (Web address) of the web site or application you were attempting to access
The text of any arrur message and & detailed descripbon of the problem

ahuthantication Heme | USDA Home | Accessibility Statement | Privacy Policy | Non-Discriminatian Statemant

o Trisilid s
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7. If you have not updated your eAuth Employee account, select the “Update
Your Account” link.
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LRA Online Training

Cynthia Shishido, we currently have the following email address Bsted for you: Cynthia.Shishidog@hi.usda.gov

Upeate Your Account

I you wish to update your emanl address, pease chek on the Tollowing ink 1o update your eAuthenticaion Employee account

Gontinue |

If you have updated your eAuthentication account,
select “Continue”. Proceed to step #12.

8. Hover over “My Account”, select “Update My Employee Profile”
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9. Update your email address, phone numbers and Personally Identifiable
Information (P11).

10. Select “Validate”.

/@ IMS - Windows Internet Explorer
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; i Update My Employee Profile
5 Loes Regsiaion oty | U5 b 1 o .
*
Credential Level 2 Update requlre |nf0rmat|0n
FirstName Cynthia .
e Email address
ey = = , .
[cynna ‘ e Mother's Maiden Name
Confirm Email* Cynthia. usda.gov
e e PIN
AlternateTelephone Number
Home Phone Primary
Mothers Maiden Name* :
Date of Birth eAuthentication is now integrated with USDA Human Resources (HR) systems which makes HR authoritative
data in the Update My Employee Profile page. The Date of Birth field is no longer editable by the employee.
An Emplayee can still update the following fields:
Email, Alternate Telephane Number and Home Phene Primary Number
‘When requesting assistance from the TS Service Desk you may be asked to provide this information.
PIN*
O Pll information has been censored.
Vi
Done

J Trusted sites

o
11. The information is being updated. Select “OK”.
“ IMS - Windows Internet Expl il 2
OO~ 4% nps o s o wada ol e =Y E3
Fir Bt vew  Faortes Tooks H‘.h
o B | s @ hitpe-weawoorsnlican .
s FiHame = [ reed: ReadMal mmPrint - Pags = Safaty > Took ~ ) Help
LUSDA e Stwes Copartrmen of Agricrstn W
= USDA eAuthentication
Bl il Update My Employee Profile
[ Aopscalion Adrmin
10 Lerat Rt N Mowgcon stttz for procassing on Thursday, Jansary 14, 2010, The status is pending.
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Please select 3 tagk from the menu.
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12. Go through the entire Powerpoint presentation.

"é PowerPoint Presentation - Windows Internet Explorer

Q. Jw %] X €] htps Lisda.goy, ™ EUEINR |
Eile Edit ‘“iew Favorites Took Help
¢ Favorites | 55 @] hittp—www consolidate, ..
52| - | B3 Facebook | Eric Shishido |« my MRCS-Employee Tonls | @ PowerPaint Presenta... TiHome - & ‘I Read Mail - #siPrint - Page ™ Safe

il "eAuthentication Service”

2 Table of Contents

3 Training Instructions and Certification Process
4 Key Terms

5 Hey Terms U.S. Department of Agriculture

eAuthentication Overview
Table of Contents
3 Customer Registration Options eG overnme nt P rog ram
Customer Registration Process
Customer Registration Process
Table of Contents
2 LRA Roles and Responsil
LRA Roles and Responsi s

Local Registration Authority Process

eAuthentication Service

5 Local Registration Authority Process — Step 1

Local Registration Authority Process— Step 1 Local Registration Authority Training
7 Local Registration Authority Process — Step 1
8 Local Registration Authority Process — Step 2 eGovernment Program
Local Registration Authority Process — Step 3
Local Registration Authority Process — Step 3

Table of Contents

2 Frequently Asked Questions

Frequently Asked Questions

August 2006

next page or revisit the
previous page

Frequently Asked Questions
LRA Best Practices

Service Center Agency Information

€ Slide 1 0f 33 =

Use the arrows to go to the

Qutline

Done

" Trusted sites

13. On the last slide (Slide 33) select “Click Here to access the
Training Scenarios”

Training Scenarios (Step 4 out of 4)

1

al Registration Authority Process— Step 1

al Registration Authority Process - Step 1 Click Here to access the Training Scenarios
ration Authority Process -
sration Authority Procass — Siey

sration Authority Procass — Su

#1 Froquently Asked Ouastions

t Froquantly Asked Cuastions

1 out of 4)
2 out of 4)

3 out of 4)
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Pacific Islands Area Page 6 of 7 November 26, 2012



Local Registration Authority (LRA) Online Training

14. Click on “Start Training”.
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LRA Online Training

Wel he LRA Training S :

You will need to complete 3 interactive training scenarios.

These scenarios are designed to walk you through the LRA 3 Step Process.
Once you complete the scenarios, you will be prompted to complete an exit

form that will be submitted to the ITS Service Desk. The ITS

Service Desk will verify that you completed your training requirements and will send

you a confirmation email.

_ The training is fast and simple. You
Phr~iar o et B g g cannot fail. It allows you to retake
This does nol refiect the current system’s search . . .
cilena ' each portion if you make a mistake.
Done o Trusted sites. ¥a = H100%
1s. When you have completed all three exercises, be sure to complete

the form below.

‘@ https:/leai.sc.egov.usda.gov/ - LRA Online Training - Submit Profile - Windows Internet Exp... [ | 13
QSDA UNITED STATES DEFARTMENT OF — - o
==m AGRICUITURE Training Scenario Exit Form
By clicking the button below to submit this form, you are requesting to be assigned the privileges and (]
responsibilities of a Local Registration Authority for USDA’s eAuthentication Service. As a representative of i
USDA, you are responsible for following the procedures and processes to perform the LRA function in its entirety.
Failure to completely validate a user's identity could result in fraud and serious potential harm to USDA.
Intentional falsifications of a user’s identity constitute fraud against the United States Department of Agriculture
and may be prosecured to the full extent of the law.
Required fields are followed by a *
First Name™
Last Name~*
eAuthentication
User ID®
Date ARA200 i
Work Email — Note:
Address™ e You may retake the course
Ageniz® wes at any time as a refresher,
as | have done here.
State™ |Hawaii |vJ
Our records show that you are already an LRA
Administrator. You do not need to complete €—
this traning.

e
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