Creating Digital Signatures for Adobe Acrobat Files and
forwarding via Email

Digital signatures are a unique feature in Adobe 9.0 that facilitates numerous functions.
Described below are step-by-step instructions on how to create your own digital
signature.

This process needs to be completed only ONCE on each computer you utilize.

1. Insert your LincPass card into the Smart Card Terminal and login.
2. Open the Adobe file.
3. Click on the red flag “Your Name”
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4. Inthe “Add Digital ID” window, select “A new digital ID | want to create now”
and “Next”
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5. Select “Windows Certificate Store”
6. “Next”

X

Add Digital ID

Where would vou like to store your self-signed digical ID?

() New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKCS#12 Format, This
common digital ID file Farmat is supported by most security software applications, including major
weh browsers, PKCS# 12 files have a .pfx or .p12 file extension.

(®)Windows Certificate Storei

Your digital ID will be stored in the Windows Certificate Store where it will also be available to other
‘Windows applications. The digital ID will be pratected by vour Windows login,
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7. Fill out:
a. Name
b. Organizational Unit
c. Organization Name
d. Email Address
e. Use digital ID for: “Digital Sighatures and Data Encryption “

8. Select “Next”

X

Add Digital ID

Enter yaur identity information to be used when generating the self-signed certificate.

Mame {e.g. John Smith): W
Organizational Unit: ILISDP.—
Qrganization Marme: INRCS—

Email Address: lm

CountryfRegion: | U5 - UMITED STATES w |

[JEnable Unicode Support

ke Algorithm: | 1024-hit RSA v|

Use digital ID for: | Digital Signatures and Daka Encryption w |

Cancel
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9. Enter a password, confirm password.
10. Select “Finish”.

As instructed in the window, note the file location of your password so that you can copy
this file for backup purposes.

Add Digital ID x|

Enter a file location and passwaord Far your new digikal ID File. ¥ou will need the password when vou use
the digital ID ko sign or decrypt documents, You should make a note of the File location so that vou can
copy this file For backup or other purposes. You can later change options for this file using the Security

Settings dialog.
File Mame:
# ngsicynthia, shishidotspplication Dataladobel Acrobata, 0vSecurityh Cynthiashishido, pF

) Enter password

Password:

Confirm Passwiord:
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11. Enter your password and select “Sign”

Sign Document E|

boffayJ vl i~ Chichidn coynthia, shishido@hi usda.gov =

Password:

icate Issuer: Cynkhia S5

V|O

Appearance: | Created 20100927 »

Digitally signed by Cynthia Shishido

DN: cn=Cynthia Shishido, 0=NRCS, ™
ou=USDA,
email=cynthia_shishido@hi.usda.gov, c=US

I Sign l Cancel ]
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12. Save the file onto your c drive or your h drive.

a 1

b. Rename the “File name:”

c. “Save”
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13. Your electronically signed document and is now saved in the location you

specified.

14. Create a new email in MS Outlook, include a description in the “Subject:”

header.

15. Select “Insert” or click on the paperclip icon.
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16. Select the document to email in the location you saved it to earlier.
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