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November 24, 2008

IOWA INSTRUCTION 110-380 - PRIVATE IDENTIFICATION INFORMATION (PII)
380.0 PURPOSE

This lowa Instruction provides the Standard Operating Procedures (SOP) for information pertaining to
private identifiable information.

380.1 SCOPE
This SOP will be followed by all lowa Natural Resources Conservation Service (NRCS) and lowa
Department of Agriculture and Land Stewardship-Division of Soil Conservation (IDALS-DSC)
personnel.

380.2. FILING INSTRUCTIONS
This lowa Instruction will be placed on the State Office shared drive under the following:
S:\Service_Center\NRCS_statewide_shared\lowa Bulletins and Manuals\lowa Instructions\110 -
ADM — Management.

380.3. EXHIBITS

See the attachment.
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1. PURPOSE:

This lowa Instruction provides the Standard Operating Procedures (SOP) for handling information pertaining to
private identifiable information (PIl) at Soil and Water Conservation District Commissioners’ (SWCD) Meetings.

2. BACKGROUND:

Homeland Security and specific language in legislation has directed all federal agencies to administer and
protect Pll. NRCS has taken many steps to protect sensitive and private information such as purchasing file
cabinets that lock and initiating a LincPass system.

Questions about sharing information at Soil and Water Conservation District Commissioners’ (SWCD)
Meetings related to Pll have been raised. All commissioners bring important information from the local
community level when reviewing conservation plans. Since the Conservatiori Districts are sub-units of
government, they are able to review the plans. Sensitive and private information becomes a concern when
this information is reviewed during the public SWCD Commissioners’ Meetings and the information is
recorded in the minutes.

3. EXPLANATION:

State Cost-Share/Incentives Programs:

After discussions with the lowa Department of Agriculture and Land Stewardship-Division of Soil
Conservation (IDALS-DSC) Leadership and Assistant lowa Attorney General Dave Dorff, all the information a
producer provides on the IDALS-DSC FARMS form is open to the general public and could be recorded into
the commissioners’ minutes with the exception of social security numbers or tax identification numbers.

Federal Cost-Share/Incentives Programs:

Only after federal funds are obligated for any Farm Bill or non-Farm Bill program (financial assistance-FA)
can NRCS share the name of the producer, county, and dollars obligated. No other information can be
furnished to the public. If the general public requests this information, they should be directed to make the
request under the Freedom of Information Act (FOIA). The following link provides additional information from
NRCS National Headquarters that includes examples of private and sensitive information: National Bulletin
No.170-7-2 Use and Maintenance of Private and Sensitive Information.

At the SWCD Meetings, conservation plans can be reviewed, but sensitive and private information in the
custody of lowa NRCS cannot be shared with the general public or recorded in the minutes.

There are options for handling PIl at SWCD Meetings:

1. The participant can sign a form that allows NRCS to share his/her information at the SWCD
Meetings.

2. The participant can attend the SWCD Meeting and present his/her own information.

3. A delegate from the SWCD Board can review the plans and make recommendations regarding them
at the meeting, eliminating the need for a review at the public meeting.

4. lowa Code section 21.5(1)"a” authorizes governmental bodies to go into closed session “[t]o review
or discuss records which are required or authorized by state or federal law to be kept confidential or
to be kept confidential as a condition for that government body’s possession or continued receipt of
federal funds.” So if the federal agency requires or authorizes that the information contained in the
conservation plans be kept confidential, then Districts could invoke section 21.5(1)"a” as the basis for
going into closed session to review or discuss that information. The records are not confidential
under lowa law, so the federal agency needs to retain custody of the records before and after the
meetings or a court could rule that the information is discoverable under the lowa Open Records
Law. If Districts adopt this sort of procedure for reviewing conservation plans, it will dramatically
expand the frequency of closed sessions. There is a potential for violating the lowa Open Meetings
Law when governmental bodies go into closed session. Districts will need to be very careful if they
choose to use this procedure that they do everything in accordance with the requirements of lowa
Code Section 21.5 pertaining to closed sessions of government bodies or they risk being sued for
violations of Chapter 21.
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The following are a couple of examples in which to document the district's review of plans, contracts etc. in the
district meeting minutes to avoid the use of personal information:
1."Ten conservation plans were reviewed and approved.”
2."Twenty-five EQIP contracts were reviewed: J.D. Landowner, $2,000; Tell Producer, $2,500;
Farmer Joe, $3,000.”

Approved By: Date:

/s/Richard Sims November 25, 2008
State Conservationist ’
Natural Resources Conservation Service

210 Walnut Street, Room 693

Des Moines, IA 50309-2180
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